HNupopmanuonHas mamMaTKa AJ1s1 HECOBEPLIEHHOJETHUX 10 BOIIPOcaM
KuoepOe30nacHoCTH
B cetu «MMHTEpHET»

KoMunib10TEepHbIe BUPYCHI

KoMImbroTepHbIi BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOrpamm,
OTJIMYUTENBHONU OCOOEHHOCTHIO KOTOPOH SIBISIETCS] CIOCOOHOCTH K PA3MHOXKEHUIO
(konupoBaHuI0). B gomnosHeHne K 3ToMy, BUPYChl MOTYT MOBPEAUTH MJIU TTOJHOCTHIO
YHUYTOXUTH BCe (aiiiibl U JaHHBIS, TIOJIKOHTPOJIBLHBIC MOJIh30BaTENI0, OT UMEHU
KOTOPOTro Oblja 3allyllleHa 3apa)kKEHHas porpamMma, a TakKe MOBPEAUTh UITU TaKe
YHUYTOXHUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (pailiiamu B 11eJIoM. B 601bImHCTBE
CJIy4aeB paclpOCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeTtoabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

Hcnonb3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIN YPOBEHD
3aIUTHI OT BPEAOHOCHBIX IPOrPaMM;

[TocTosiHHO ycTaHaBnMBai matyu (LUQPPOBHIE 3aMJIaTKU, KOTOPhIE ABTOMATHYECKH
YCTaHABIUBAIOTCS C LENBI0 JOPAOOTKM MPOTpaMMbl) U Ipyrue OOHOBIICHHUS CBOECH
orepanuoHHoM cuctembl. CKauynBail UX TOJIBKO ¢ OPUIMATLHOTO caifiTa pa3paboTunka
OC. Ecnu cymiecTByeT pekuM aBTOMAaTHIECKOTO OOHOBJICHHS, BKIIFOUH €T0;
PaGoTaii Ha cBoeM KOMITbIOTEpE TO/1 TpaBaMu MOJIb30BaTelA, a HE aIMUHUCTPATOPA.
DT0 HE MO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX TPOTrPaMM MHCTAJIMPOBATHCS HA
TBOEM TMEPCOHATLHOM KOMIIBIOTEPE;

Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMHBIE MPOTYKTHI M3BECTHBIX MPOU3BOIUTEINECH, C
aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

Orpannyb GU3UUECKHUN TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIHI;

Wcrnonb3yit BHEIIHUE HOCUTENN WH(DOpMAIK, TaKue Kak ¢uielika, TUCK Wiu (aiii u3
WNHuTepHeTa, TONBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

He oTkppiBaif KOMIbIOTEpHBIE (halIbl, TOTYYCHHBIE U3 HEHAJEKHBIX UICTOYHUKOB.
Jaxe Te (aitsbl, KOTOpbIE IPHCIIal TBOM 3HAKOMBIN. JIydIlie yTouHU y HETO,
OTIPABJISAI JIU OH TeOE UX.

Cern WI-FI

C nomorpro WI-Fi MOXHO MOTy4HTh OCCIUIATHBIN HHTEPHET-OCTYII B
0OIIeCTBEHHBIX MecTax: Ka(e, oTessIX, TOPTOBBIX IIEHTpaxX U a3pornoprax. Tak xe
ABJISCTCS OTJIMYHOM BO3MOXHOCTBIO BbIX0J1a B MIHTepHeT. HO MHOTHME 3KCIIepTHI
CUMTAIOT, 4TO obmienoctynubie WiFi ceTu He ABIIOTCS O€30MacHBIMHU.

CoBeTbl 110 6€30MACHOCTH PA6OTHI B 001IeT0CTYNHBIX ceTsix Wi-fi

He nepenaBaii cBoro mnunyo uHpoOpmMaiuio yepes odmenoctynusie Wi-Fi cetn.
PaboTas B HUX, KeJlaTeIbHO HE BBOJIUTH MAPOJIH JIOCTYMA, JOTUHBI U KAaKUE-TO
HOMeEpa;

Hcnonb3yit 1 0OHOBIISI aHTUBUPYCHBIE IPOrpaMMBbl U OpaHaMay3p. TeM caMbIM Thl
oOe3onacuib ceds OT 3aKaYKu BUpyca Ha TBOE yCTPOMCTBO;

[Tpu ucnonszoBanuu Wi-Fi otkinroun Qynkiuio «O0muit goctyn K daiinam u
npuHTepam». JlaHHas QyHKIMS 3aKpbITa 10 YMOJIYaHHIO, OJJHAKO HEKOTOPbIE
I10JIb30BATENIN aKTUBUPYIOT €€ /17151 y100CTBa MCIIOJIb30BaHUS B paboTe WK yueoe;



4. He ucnonb3yit myonnunsiii WI-FI m1s nepenaun TMYHBIX JaHHBIX, HAIPUMED, IS
BBIX0/Ia B COLIMAJIBHBIE CETH WX B 3JIEKTPOHHYIO MOYTY;

5. HMcnonw3yit Toabko 3amuineHHoe coeaquuenue yepe3s HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoAM UMEHHO «https://»;

6. B moOmnbpHOM Tenedone otkimoun ¢pyakiuto «Iloakmodenne k Wi-Fi
aBTOMaTH4ecKn». He nomyckail aBTOMaTH4YECKOTO TOIKJIFOUEHUS YCTPONUCTBA K CETAM
Wi-Fi 6e3 TBoerO cornacwusi.

ConuaJjibHbI€ CEeTH

ConpanbHas CETh - 3TO CAUT, KOTOPBIM MPEIOCTABIISIET BO3MOXKHOCTD JIFOJISIM
OCYIIECTBJIATH OOIIEHUE MEXTy CO00M B MHTepHETE. Yalie Bcero B HUX sl KaXI0T0
YeJI0BeKa BBIJICIISETCS CBOS JIMUHAS CTPAHWYKA, Ha KOTOPOH OH YKa3bIBaeT O ceOe
pa3nuHy0 HHGOPMAITMIO, HAYWHASI OT UMEHH, ()aMIJINA U 3aKaHIUBAsT THIHBIMU
doTorpadusmu. MHOTHE TIOJB30BaTENN HE TOHUMAFOT, YTO HHPOpMAIIs,
pa3MelieHHas UMH B COITMAIBHBIX CETSIX, MOXKET OBbITh HaliZieHa U UCIIOJIb30BaHa KeM
YTOJIHO, B TOM YHCJIE HE 00s3aTEIhHO ¢ OJaruMy HaMEepCHHSIMU.

OcHoBHBIE COBETHI 10 0€30MIACHOCTH B COUMAJIBHBIX CeTHX:

1. OrpaHuyb CUCOK Apy3ei. Y TeOs B Apy3bixX HE JOIHKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIFOJCH;

2. 3ammuInai CBOIO 4YacTHYIO ku3Hb. He yka3piBaii maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKIEHUS U APYTYIO JIUYHYIO HH()OPMALIKIO. 3T0OYMBIIUIEHHUKA MOTYT
UCIIOJIb30BaTh Ja)ke MH(OPMAIIUIO O TOM, KaK Thl U1 TBOU POJIUTENH INITAHUPYETE
MIPOBECTH KAaHUKYJIBI;

3. 3amuinai CBOIO pemyTalrio - ACP>KU €€ B YHCTOTE U 3a7aBail cebe BOMpPOC: XOTEN Obl
ThI, YTOOBI IPyTHE MOJIb30BATENIN BUJIEIH, YTO ThI 3arpyxaeiib? [Togymail, npexne
YEeM YTO-TO OMYyOJIMKOBATh, HATTUCATH U 3aTPy3UTh;

4. Ecnu Tel rOBOpULIB C JIFOABMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3Yil CBOE PealbHOE
UMS U IPYTYIO TUYHYIO HHPOPMAIIMH: UM, MECTO )KUTEIhCTBA, MECTO yueObl U
pouee;

5. N30erait pazmenienus Gororpaduii B THTEpHETE, T THI M300paKEH HA MECTHOCTH,
10 KOTOPOW MOYHO OIPEIETUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu peructpanuu B COIMATBHON CETH HEOOXOIMMO MCTIONB30BATh CIIOKHBIE TTAPOJIH,
cocTosiyre u3 OykB U 1U@p ¥ ¢ KOJIUIECTBOM 3HAKOB HE MEHee §;

7. Jlns conanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO HCTIONIb30BaTh PA3HBIC
naposu. Toraa eciau Te0s B3710MAaIOT, TO 37I0YMBIIIEHHUKH MOIYYaT JOCTYT TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpazy.

JIeKTPOHHBIE IeHbI'H

DJIEKTPOHHBIC IEHBI'Y — 3TO OYEHb YJIOOHBIN CIOCO0 TIaTekKeH, OJTHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTST MOJTYYUTh 3T JICHBTH.

DNeKTPOHHBIC JCHBTH MOSBWINCH COBCEM HEAABHO U MMEHHO M3-3a TOTO BO MHOTHX
roCcy1apCcTBax J0 CUX MOP HE MPOIMKMCAHO MPO HUX B 3aKOHAX.

B Poccun e oHn GyHKIIMOHUPYIOT M O HUX YK€ MPOIHUCAHO B 3aKOHE, T UX
pa3zeNsaioT Ha HECKOJIBKO BHIOB - aHOHMMHbBIC U HE aHOHMMHBIE. Pa3Huiia B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOIUTh ONiepaIuu 0e3




UACHTU(PUKALIUU [T0JIH30BATENS, @ B HE aHOHUMHBIX WACHTU(PUKALIUN MOJIb30BATEIS
ABJIAETCS 0053aTEIBHOM.

Taxxe cnemyeT pa3nuuaTh 3JEKTPOHHBIE (pUaTHbIE AEHBIU (PaBHBI FOCYAAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbIE ACHbIU (HE PaBHBI TOCYIaPCTBEHHBIM
BaJIIOTaM).

OcHoBHBIE cOBeTHI 10 0e30MacHOil padoTe ¢ 3JIEKTPOHHBIMH ICHbIAMM:
[TpuBshKy K cueTy MOOMIIbHBIN TeseoH. DTO camblil yAOOHBIN U OBICTPHIN CIIOCO0
BOCCTaHOBUTH JOCTYM K cuety. [IpuBsizanHblil TenedoH TOMOXKET, eciii 3a0yAeIiib
CBOM IUIATEKHBIN MAPOJIb WIH 3aWJICIIb HA CAUT C HE3HAKOMOT'O yCTPOMCTBA;
Hcnonb3yit ogHopasosbie naponu. [ocie nepexoia Ha yCUIIEHHYO aBTOPU3ALUIO
Tebe yxe He OyJeT yrpoxkaTh ONMAaCHOCTh KPaXki UJIU MepexBaTta MIaTeKHOTO MapoJis;
Bri6epu cnoxxnbiit naposs. [IpectynHukaM OyneT He IPOCTO yrajaTh CIOKHBIN
napois. HagexxHbie napoiu — 3T0 napoiu, KOTOpbIE COIepKaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B CE0SI CTPOYHBIE M MPOMUCHBIE OYKBBI, IIU(PPHI U HECKOJIBKO CUMBOJIOB,
TaKHe Kak 3HaK JoJuiapa, GyHTa, BOCKJIMIATEeIbHBIN 3HaK U T.1. Hanmpumep, StROng!;
He BBOAM CBOM JIMUHBIE JAHHBIE HA CAaUTaX, KOTOPBIM HE TOBEPSECIUb.

DJIEKTPOHHAA 110YTA

DJIEKTPOHHAS TTOYTA — 3TO TEXHOJIOTUS U MPEJOCTABISIEMbIE €10 YCIYTH 1O
MEPECHIIKE U MOYYCHHIO JIEKTPOHHBIX COOOIIEHMI, KOTOPHIE PACTIPEACIIAIOTCS B
KOMIbIOTEpHOU ceT. OOBIYHO 3JEKTPOHHBIA OYTOBBIHN SIIUK BBITIISIUT
clenyomuM o0pa3oM: UMS_TOJIb30BaTENIA(@UMs_oMeHa. Takxke KpoMme mnepeaadn
MPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTD MepeaaBaTh (anibl.

OcHOBHBIE COBETHI 10 0e30MacCHOM padoTe C 3JIEKTPOHHOM MOYTOM:

Hano BrIOpaTh npaBUIbHBIN MOYTOBBIN cepBuC. B IHTepHETE ecTh OrpOMHBIN BEIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JyUIIIe TOBEPSITH TEM, KOTO 3HACIIh U KTO
IIEPBBIN B PEUTHHIE;

He yxa3piBaii B TMUHOM mouTe JUUHyI0 nH(popmaruio. Hammpumep, gyurie BoIOpaTh
«MY3BIKIbHBIN _(paHaT@» uiu «pok2013» BmecTo «temal3y;

Hcnonb3yil IByX3TaNHy0 aBTOPU3ALIMI0. DTO KOI/1a MIOMUMO MapoJisi HYy’KHO BBOJIUTH
KOJI, TPUCBhUTIaeMbIil o SMS;

Br10epu cioxxHBIN Mapob. [ KakI0ro MoYTOBOTO SIIAKA JOJDKEH OBITh CBOM
HAJICKHBII, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTh BO3MOXKHOCTh HAITUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MO>XXHOCTb;

Hcnonp3yii HECKOJIBKO MTOYTOBBIX SIIUKOB. [IepBbIi 11 4aCTHOW MEPENUCKU C
aapecaTaMu, KOTOPBIM ThI JJOBEPSIEMIb. JTO JICKTPOHHBIN aIpec HE HAJ0
HCIIOJIb30BaTh MPU PETUCTPAIIUHU Ha opyMax U calTax;

He otkpbiBaii (paitsibl v Ipyrue BIOKEHHUS B MMCbMAaX AK€ €CJIM OHU MPUIILIU OT
TBOUX Jipy3el. Jlydille yTOYHU Y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (haiiibl;

[Tocne okoH4YaHus pabOTH HA TTOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKJIAIKH C
caiftom He 3a0y/1b HaXXaTh Ha «BBIATHY.

Kn6epOy1JIMHI WK BUPTYAJbHOE U31€BATEIbCTBO

KubepOymmHr — npeciieoBaHre COOOIICHUSIMH, COAEPKAIIIMMU OCKOPOJICHMSI,
arpeccuto, 3almyruBaHue; XyJUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHNE C TIOMOIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.




OcHOBHBIE COBETHI 0 00pbOe ¢ KNOEPOYIJIMHIOM:

He Gpocaiicst B 60#t. JIyummii cioco0: mMocoBeTOBATHCS KaK ce0st BECTH M, €CJIH HET
TOT0, K KOMY MOXHO OOpaTUThCS, TO BHAYaJe YCIOKOUThHCS. ECiu Thl HauHeIIb
OTBeYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHHSI, TO TOJIBKO €llle OOJIbIIe Pa303kIKEIb
KOH(JIUKT;

VYrpasnsii cBoeit kubeppemnyTaruei;

AHOHMMHOCTbH B ceTd MHUMasl. CylIeCTBYIOT CLIOCOOBI BBIICHUTB, KTO CTOMT 32
AHOHUMHBIM aKKayHTOM;

He ctouT Bectu Xynauranckuii o0pa3 BUpTyalbHOM *u3HU. IHTepHET puKcUpyeT Bce
TBOM JICHCTBUS U COXpAHSIET UX. Y JAIUTh UX OyJeT KpallHe 3aTpyAHUTENbHO;

Benu ce0st Be3kIMBO;

Urnopupyii equHn4HbINA HeratuB. OIHOPA30BbIe OCKOPOUTEIbHBIE COOOIEHNUS JTyUllle
UrHOpupoBaTh. OOBIUHO arpeccus NpeKpalaeTcs Ha Ha4yaJlbHOW CTaIuu;

ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COITUATBHBIX
CETSAX €CTh BO3MOKHOCTh OJIOKHUPOBKHU OTIPABKU COOOIICHHM ¢ ONIPEIeIeHHBIX
aZpeCcoB;

Ecnu 11 cBueTens kubepOyuinara. TBoM 1eHCTBUS: BBICTYIIUTh IPOTUB
Ipeciea0BaTeNs, IOKa3aTh €My, YTO €ro JEHCTBUS OLIEHUBAKOTCS HETATUBHO,
HOJIZIEPKATh KEPTBY, KOTOPOH HyKHA MCUXOJIOTHUYECKask TOMOIIIb, COOOIIUTH
B3pPOCJBIM O (paKTe arpeCCUBHOTO MOBECHUS B CETH.

MoOubHb1 TejedoH

CoBpemeHHbIC cMapT(HOHBI U IUIAHIIECTH COIEPKAT B ceO¢ BIOJIHE B3POCIIBIN
(GyHKIIMOHAM, U TeTeph OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU
KoMIibroTepaMu. OTHAKO, CPEJCTB 3aIUTHI TSI TOJJOOHBIX YCTPONUCTB MTOKA OUYEHb
Maio. TecTupoBaHue U NOUCK YA3BUMOCTEN B HUX MPOUCXOJNUT HE TAK UHTEHCHUBHO,
kak s [1K, o sxe camoe kacaercs 1 MOOMIIbHBIX MPUIIOKEHUH.

CoBpemMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPAKTUUECKH TOTHAU HACTOJIBHBIC
aHaJIOTH, OJHAKO paclIupeHre PyHKIIMOHATA BICUET 32 CO00I OOJBIITYIO CI0OKHOCTD
Y MEHBUIYIO 3alIUIIEHHOCTb.

Jlanieko He Bce MPOU3BOUTEINH BBITYCKAaOT OOHOBJICHUS, 3aKPBIBAIOIIINE
KPUTHYECKHUE YS3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJIs1 0€30IaACHOCTH MOOMJILHOIO TeJie(poHA:

Byne ocToporeH, Benlb Korjia Tede mpeayiaraloT OecIuiaTHhI KOHTEHT, B HEM MOTYT
OBITH CKPBITHI KaKUE-TO TJIATHBIC YCIIYTH;

Hymaii, npexae yem otnpaButbh SMS, goto uinu Buaeo. Thl TOYHO 3HACIIb, T/I€ OHU
OyayT B KOHEUHOM UTOTE?

Heob6xoa1nMo 0OHOBISATE OMEPAlMOHHYI0 CUCTEMY TBOETO CMapTQoOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JIJ1s1 MOOUJIBHBIX TEIE(POHOB;

He 3arpy»aii npuio>XeHusi OT HEU3BECTHOI'O UCTOYHHUKA, BEIb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOTPaMMHOE 00ECIICUCHHE;

[Tocne TOro Kak Thl BHIHACIIL C CaiiTa, e BBOAWI JUUHYIO HHPOPMAIIHIO, 3211 B
HACTpOWKH Opay3epa u yaanu cookies;

[Iepnonnyecky mpoBepsAi Kakue IIaTHbIE YCIIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOf HOMEp MOOMIILHOTO TeNePOHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIH U
KOMY JOBEpSCIIb;




Bluetooth momken ObITh BBHIKIIFOUEH, KOT/Ia Thl UM HE ToJb3yenibes. He 3a0biBait
WHOT/Ia MPOBEPATH 3TO.

@UIIMHT MM KPAaXkKa JUYHbIX IaAHHBIX

['maBHas nens ¢pummHr - BUuga MIHTEepHET-MOIIEHHUYECTBA, COCTOUT B MOJyUYEHUU
KOH(UICHIIMATbHBIX JAaHHBIX TOJ30BaTENel — JIOTHHOB U maposiei. Ha anrnuiickom
s3bike phishing ynutaercs kak guiuar (ot fishing — priOHas noBis, password —
MapoJib).

OcHoBHbBIE COBETHI 10 00pbLOe ¢ PUIIUHTOM:

Crnenu 3a cBOMM akkayHTOM. Ecnu ThI 0103peBaciilb, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aAMHUHUCTPATOPAM
pecypca 00 3TOM KaK MOXHO CKOpee;

Hcnonb3yit 6e30macHbie BEO-CaliThl, B TOM YHUCJIE, MHTEPHET-MAara3uHOB U MMOMCKOBBIX
CUCTEM,;

Hcnonb3yil crnoxHble U pa3Hble napoau. Takum oOpa3zoM, eciiu Te0s B3JIOMAIOT, TO
37IOYMBIIIUICHHUKH TOTy4YaT JOCTYIM TOJIbKO K OTHOMY TBOEMY IIPO(MUITIO B CETH, a HE
KO BCEM;

Ecnu te0s B3110Manu, T0 HEOOXOIMMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBICHBI y T€0s B APY3bsiX, O TOM, UTO T€Os B3JIOMAJK U, BO3SMOXKHO, OT
TBOEr0 UMEHHU OYJIET pacChUIaThCs CIaM M CCHUIKU Ha (PUIIIMHTOBBIE CANUTHI;
YcranoBu HaaexHsi napois (PIN) nHa MmoOunbHbIH TenedoH;

OTkiIr04M coXpaHeHue naposis B Opaysepe;

He oTkppiBaii (paitsiel v Ipyrue BIOKEHUS B MMChMaxX JaKe €CJIM OHU MPUIILIU OT
TBOMX JApy3el. JIyure yTouH# y HUX, OTIPABIISUIN JTU OHU TeOe 3TH (alibl.




