['ocynmapcTBeHHOE Or0KETHOE 001Ie00pa3oBaTenbHOe yupexkaeHue numeit Ne 533
«O6pazoBarenbHbIl KoMIUIeKke «Mamas OxTa

ITPUKAS3

ot 14 urous 2018 r. Ne340 -n
«O pasmemeHud Ha  MH()OPMAIIMOHHBIX

CTeHIaX, O(QUIUAIBHOM  HHTEpPHET-CalTe

uHpopMalu O OC30IaCHOM IIOBEJACHHH U

UCTIONIb30BaHUU ceT «HTepHeT»

Ha ocnoBanuu nucsma ot 14 mas 2018 r. N 08-1184 MunucrepcrBa oOpa3zoBaHus U
HayKd O pa3MEUICHHH Ha HMH(QOPMALMOHHBIX CTEHIaX, O(UIMAIBbHBIX HHTEpPHET-caiTax H
Ipyrux HWH(POPMAIMOHHBIX pecypcax o0IIeo0pa3oBaTeIbHBIX OpPraHu3alliii ¥ OpraHoB,
OCYILECTBIIIOUIMX YIpaBieHue B cepe oOpa3oBaHus, MHGopMauu o 6€301MacHOM MOBEACHUU
U ucnojib3oBaHuu cetu «MHtepHeT», pemenus Cosera OY ot 14.06.2018, nporokos Neb

I[TPUKA3ABIBAIO:

1. VTBepauth «ITonoxxenue 00 opUIIHATIEHOM caiite I'bOY JIULEH
No533«O06pazoBaTenbHblil koMIuieke «Mamnas OxTay.

2. Ha undopMaIMoHHbBIX CTEHAAX B 3JaHUSIX JUIIES, PACIONIOKEHHBIX B (oiie yupexaeHui
U B KaOMHETax, OCHAILEHHBIX MEPCOHAJBHBIMU YCTPOMCTBAMM JUIsl BbIXOJA B CETh
«HTEepHeT», pa3MecTuTh WH(GOPMAIIMOHHBIE TAMSTKH, COAEpKAIlUe OCHOBHBIE COBETHI
1o obecreyeHno0 HHPOPMAITMOHHON Oe30macHOCTH yyammuxcs (npunoxenue Nel).
OtBercTBeHHbIN: 3aMecTuTeNb qupekropa no UT Kanommuna P.O.

3. B xoxe mpoBenenust EnuHoro ypoka mo 6e3omacHocTr B ceTH «HTEpHET» 00ecmedynTh
BBIITYCK T'a3eThl «MaJblif OXTHHEID ¢ Cepuel MyOIuKaIuii, Cpeu KOTOPBIX paCCMOTPETh
OpraHM30BaHHbIE TEMaTHUYECKHE MEpONpUATUSA I OOydYaroIUXCs, UX PpOAUTEIeH
(3aKOHHBIX MpeACTaBUTENeH) U NeJarornueckoi ooecTBEHHOCTH.

OtBercTBeHHblE: 3amecTuTenb aupekropa nmo WT Kamommna P.O., 3amectutens
mupekTopa 1o BP Codenko C.A.

4. Ha odurnuansHom caiite nuiesi o0ecrnednuTh PYHKIIMOHUPOBAHUE CAMOCTOSITEIIHHOTO U

CrielManu3upoBanHoro pasnena «MHpopmaronHas 6e30MacHOCTbY, B paMKax KOTOPOTO

IPEyCMOTPETh pa3MeleHUE CIICIYIONIeH HHPOPMAITIH:

N | Pasnmen/moapasnen dopmar ConeprkaHue MaTepuagoB
MIPEACTABICHUS
MaTepuaioB
JIokanbHBIE Konuu nokymeHTOB B | PazMeniaroTcsi KOmuu JOKYMEHTOB, T.€.
HOpMaTUBHEIE akThl | popmaTe *PDF CKAaHMPOBAHHBIN BAPUAHT JOKYMEHTA,
B cepe COOTBETCTBYIOIIHNI TPeOOBAHUAM K
obecrnieueHus rapamMeTpam CKaHUPOBAHUS.
nH(OPMaIIMOHHOU Paszmemarorcs TOKyMEHTHI,
6e30macHOCTH periiaMeHTUPYIOLME OPTraHU3aINI0 U
oOyuaromuxcst paboTy ¢ MepCOHATBLHBIMU JaHHBIMH,
TJTaHBI MEPOTIPUATHI IO 00ECTIEYSHUTO
“H(POPMaIMOHHOM 06€30MacHOCTH
o0yyJaromuxcs u Apyrue.
Hopmatushoe Komuu nokymenToB B | [IyOnuKyroTCs akTyallbHBIE CBEICHUS O




perynupoBaHue

dhopmate *PDF

(benepanbHBIX U pETHOHATBHBIX
3aKOHaX, MMCbMaX OPraHOB BIACTU U
Jpyrue HOpMaTUBHO-TIPABOBBIE
JOKYMEHTBI, PETJIAMEHTUPYIOIIHE
obecrieuenre nHPOPMAITMOHHOM
0€30M1aCHOCTH HECOBEPIICHHOJIETHHX.
JonyckaeTcsi BMECTO KOIHit
pa3MenaTh TUIepPCChUIKMA Ha
COOTBETCTBYIOIIUE TOKYMEHTHI Ha
caiTax OpraHoB IOCyJIapCTBEHHON
BJIACTH.

Ilegarornyeckum
paboTHUKaM

Tekct Ha cTpanue
canra

Kommu nokymeHToB B
¢dopmare *PDF

Pa3memarorcest MmeToauyeckue
PEKOMEHAALNHU U YKa3bIBACTCS
nH(pOpMaNKs 0 MEPONPUATHSX,
IPOEKTaxX M MPOrpamMmax,
HAaIpaBJICHHBIX Ha MTOBBIIICHNE
MH(POPMALMOHHON IPaMOTHOCTH
HeJarorHYeCcKuX paObOTHHKOB.

Obyuvaromumces

Tekct Ha cTpaHuUIEe
caurta

Pazmermiaercs nHpopmaroHHast
namsTka (npuioxenue N 2) u
yKa3bIBaeTcsi UH(opMarus o
MEpPONPUSITUSIX, IPOEKTAX U
porpaMMax, HalpaBJIEHHBIX Ha
HOBBIIIIEHIE WH(POPMAIIMOHHOM
IPaMOTHOCTH 00Y4arOLIUXCS.

Pogurenam
(3aKOHHBIM
MPEACTABUTEISIM)
00yJaronmxcst

TekcT Ha cTpaHulLE
cauTa

Pa3zmerniaercst nHpopMaloHHast
namsTka (nmpunoxxkenue N 3).

JleTckue Ge3omacHbIe
CaMTHI

TekcT Ha cTpaHulle
caira

Pazmemaercs nuapopmarus o
PEKOMEH/1yeMbIX K UCIOJIb30BaHUIO B
y4eOHOM Tpoliiecce 0e30MacHbIX
caiitax, 6aHHepBHl O€30MACHBIX AETCKUX
CalTOB.

OtBercTBeHHBIN: 3aMecTuTeNb qupekropa no UT Kanommuna P.O.

Jupekrop nuues

M.IO.Kyni1g




[Ipunoxenne Ne 1 x npuxazy 340-1 ot 14.06.2018

ITAMATKA . .
I OBYYAIOIMXCA Ob THOPOPMAIIMOHHOM BE3OITACHOCTHU AETEN

HEJIb34

1. Bcem moapsin cooOmarh CBOK YacTHYH MHGOPMAIUIO (HACTOAIIUE UMS, (HaMUIHIO,
TenedoH, aapec, HOMep LIKOJIb, a Takxke (hoTorpaguu CBOM, CBOEH CEMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DaIbl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuts, npuanpathbcs, OKa3bIBaTh JABJICHHUE - BECTU CE0s1 HEBEXIIMBO U arPECCUBHO;
4. He pacnopspkaiicss IeHbraMu TBOCH ceMbHM 0€3 pa3pelIeHus] CTapliuxX - BCeraa
CIIpalIMBail poJIUTEIICH;

5. He Bcrpeuaiics ¢ VHTEpHET-3HAaKOMBIMU B PEaJbHOM JKM3HU - IIOCOBETYWCS CO
B3POCJIBIM, KOTOPOMY JOBEpSIEIIb.

OCTOPOXHO

1. He Bce numyt npasny. YUuraeums o cede HenpaBay B MHTepHeTe - coolmu 006 3T0M
CBOUM POJUTEISIM WIIN ONEKYHaM;

2. [Ipurnamarot nepenuchbiBaThCsl, UrpaTh, 0OOMEHUBATHCS - IPOBEPD, HET JIU II0JIBOXA;

3. Hezakonnoe xonupoBanue (aitio B lHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIbIM O IpoOiieMax B CETU - OHU BCET/1a IOMOTYT;

5. Wcnonb3yil HacTpoHKM O€30MaCHOCTH M HPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKAaYHTBI B COLICCTAX U JPYIr'UX IIOpTaJiax.

MOXHO

1. YBaxaii qpyrux mnojab30BaTeieu;

2. [lonb3yeubcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETO;

3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOuiarbest 32 TOMOIIBIO B3POCIIBIM - POJIUTENHN, OMEKYHbI M aJIMUHUCTPALIUS CalTOB
BCEr/la IOMOI'YT;

5. Ilpoitnu o6yuyenne Ha caite "CeTeBMYOK" M MOJAYy4M HACHOPT LUGPOBOroO
rpaxxaaHuHa!



[Ipunoxenne Ne 2 x npukazy 340-1 ot 14.06.2018

NHOOPMAIIMOHHAA ITAMATKA
JJE OBYYHAIOINUXCA A1 PASMEINIEHW A
HA OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOI0M MOJIOJIS)KU B MHTEPHETE CTAHOBUTHCS OOJIbINE, a IIKOJIBHUKA OJHU U3
CaMbIX aKTHUBHBIX IoJb30Barenel Pynera. Mexay TeM, IOMMMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEpHET HECeT M MpoOieMbl. DTa MaMATKa IOJDKHA MOMOYb Tebe
0€30I1aCHO HaXOJUThCS B CETH.

KomrmbrotepHbie BUPYCHI

KoMmnbrorepHelii  BUpPYC - 3TO  PAa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCbl MOT'YT IOBPEIUTh WM IMOJHOCTBIO YHUUTOXHUTH BCE
Gdaiinel ¥ JaHHBIE, TOAKOHTPOJIBHBIC IIOJIB30BATENI0, OT HMEHH KOTOpOro Oblia
3alylieHa 3apakeHHas Iporpamma, a TakXkKe MOBPEAUTb WM JaXe YHUYTOXHUTh
OTNEPALIMOHHYIO CHCTEMY CO BCeMH (QaiilamMu B 1elOM. B OonbIIMHCTBE CitydaeB
pacpoCTpaHsIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamM:

1. Mcnionb3yil COBpEMEHHBIE ONEpPAlMOHHBIE CUCTEMbI, UMEIOIIUE CEPbE3HBIM YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. TloctossHHO ycTaHaBnMBail mauTu (UKM(POBBIE 3aIJIATKH, KOTOPHIE aBTOMAaTHYECKH
YCTAHABIIMBAIOTCS C LEIbI0 JOPabOTKM HpOrpaMMbl) W JApyrue OOHOBJIEHUSI CBOEH
onepalnoHHOM cucTteMbl. CkaunBail X TOJBKO C OQUIMAIBHOIO caiiTa pa3paboTuuka
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE I0J1 MpaBaMM IMOJIb30BaTENs, a HE aAMUHUCTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HMHCTAJJIMPOBATHCS HAa TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnionb3yli aHTUBHUPYCHBIE MPOTrPaMMHbIE TPOAYKTHI U3BECTHBIX IPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NYECKUM TOCTYN K KOMIBIOTEPY /17151 TOCTOPOHHUX JIMII;

6. Vcnonp3yii BHELIHME HOCUTEIN UH(OPMAINK, Takue Kak ¢uienika, TUCK WiK Qaiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpeIBali KOMIBbIOTEpHBIE (halIbl, MMOJyYEHHbIE U3 HEHA/EXKHbIX HCTOYHHMKOB.
Jaxxe Te Qailsibl, KOTOpbIE MPUCIAT TBOM 3HAKOMBIN. JIydllle yTOUHU Y HETO, OTIPABIISI
7M1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 370 He BHJ mepelayu JaHHBIX, HE TEXHOJIOTHsS, & BCErO JIMIIb OpPEHI, MapKa.
Eme B 1991 roagy muaepnanackas kommanusi 3apeructpupoBaia openn "WECA", aro
obo3nayano crnoBocouetanue "Wireless Fidelity", xotopbiii mnepeBomuTCs Kak
"GecrpoBOIHAS TOYHOCTH .

Jlo Hamiero BpeMeHHM Jomuia Jpyras abOpeBuatypa, KOTOpas SBISIETCS TaKOH Ke
TexHojyorueil. Jto adbOpesuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha
CTaHIapT BBICHICH 3BYyKOBOW TexHWKH Hi-Fi, uro B mepeBoje o3HayaeT "BBICOKAs
TOYHOCTB'".

Jla, OGecnnaTHBIF MHTEPHET-IOCTYN B Kade, OTeNsIX U adponopTax SBISETCS OTIUYHON
BO3MOXXHOCTBIO BBIXOJla B HHTepHeT. Ho MHOrme sKcmepThl CUMUTAIOT, YTO
obmenocrynusie Wi-Fi cetn He sBIsIFOTCS 6€30MIaCHBIMHU.

CoBeTslI 110 6€30MmacHOCTH pabOTHI B 001 0CTYTHBIX ceTsx Wi-fi:



1. He mepenaBaii cBoro nuuHylo uH(popmanuio yepe3 oOmenocrynueie Wi-Fi ceru.
PaGoras B HuX, *eaTenbHO HE BBOJUTH NAPOJIH JOCTYIIA, JJOTHHBI M KAKUE-TO HOMEPa;
2. Ucnonp3yit 1 0OOHOBISAN aHTUBUPYCHBIE MTpOrpaMMbl U Opanamayep. Tem caMbIM Th
obe3omacuib ce0st OT 3aKavKu BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnonszoBannu Wi-Fi otkmioun ¢ynkmmio "OOmmii goctyn k Qaiinmam u
npuHrepam". JlanHas ¢yHKIOUS 3aKpeiTa 10 yMOJYAHHUIO, OJHAKO HEKOTOphIE
MOJIb30BATEIIM aKTUBUPYIOT €€ JJIsl yA00CTBa UCIOIb30BaHus B paboTe mim yyeoOe;

4. He ucnonp3yit nyonuunsridi WI-FI qis mepenayn dUYHBIX AaHHBIX, HApUMEDP IS
BBIXO/Ia B COLIMAJIBHBIE CETU WJIM B JIEKTPOHHYIO I1OUTY;

5. Ucnonb3yit Tosibko 3amuineHHoe coeauHenue yepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B wmoOmibHoM Tenedone otkmoun  Gydkunuio "Tloakmouenne k- Wi-Fi
aBTomarnyecku". He nomyckaii aBTOMaTuyecKoro HOJKIIIOUEHHUS YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

COI_II/IaJ'IBHbIe CCTHU

CornuanbHble CETH aKTUBHO BXOJST B HAlly >KM3Hb, MHOTHE JIOAU PaOOTalOT U KUBYT
TaM IMOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MIIIIHAPA YEIOBEK, YTO SBISAETCS
OJIHOM CeIbMOM BCEX JKUTENEH IUIaHeTbl. MHOrMe IO0Jb30BATEIM HE MOHUMAIOT, YTO
uHboOpManys, pa3MENICHHAas MMH B COLHUAIBHBIX CETAX, MOXET ObIThb HaWJeHa W
MCIOJIb30BaHa K€M yrOJIHO, B TOM UHUCIIE HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHHUSIMHU.
OcHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuub coucok Apy3eil. Y TeOs B Ipy3bsiX HE MOMKHO OBITh CIy4ailHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammmai CBOIO YacTHYIO XKHM3Hb. He ykaswiBail maponu, TeiaedoHbI, aapeca, naTy
TBOCTO POXACHUSA W JPYryl0 JIHYHYI0 HWHGOPMANHIO. 3JIOYMBIIUIEHHUKH MOTYT
UCMOJb30BaTh JAaXe MH(GOpPMAIMIO O TOM, Kak Thl M TBOM POIMTENIM IUIAHUpPYeETe
IIPOBECTU KaHUKYIIbI;

3. 3amminail cBOI pemyTaiuio - Aep>KU ee B UUCTOTE M 3a7aBail cebe BOIpoc: XOTel Obl
ThI, 4YTOOBI IpyTr'He MOJb30BaTEeNN BUJENHN, YTO Thl 3arpyxaeus? [logymai, npexae yem
YTO-TO OMYOJUKOBATh, HAMUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHUILB C JIOJIbMU, KOTOPHIX HE 3Haellb, HE UCIOJb3YHl CBOE peabHOEe
UMS 1 JPYTYIO JUUHYIO0 HH(GOPMAIMU: UM, MECTO JKUTEJIbCTBA, MECTO y4eObl U Mpoyee;
5. U36eraii pasmemienust Gororpaduit B UntepHete, rae Thl M300pakeH HA MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIONI0KEHHUE;

6. Ilpu perucrpanuu B coluanbHON CETH HEOOXOAUMO HCIIOJIb30BATh CIIOXKHBIE MAPOJIH,
cocTosIMe U3 OYKB U IU(]P U ¢ KOJTUYECTBOM 3HAKOB HE MEHEeE §;

7. dns conmanbHOM CEeTH, MOYTHI U JPYTrUX CAUTOB HEOOXOAMMO HCIIOIH30BaTh Pa3HbIC
naposiu. Torma ecnu Te6si B3OMAIOT, TO 3JIOYMBIIIJICHHUKH TOJIy4aT JTOCTYIl TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpasy.

DJIEKTPOHHBIE IEHBIU

DNEeKTpPOHHBIE NEHBIU - 3TO OYEHb YAOOHBIA CIOCOO MiaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JAECHBIH.

SJICKTpOHHBIe JCHBI'U IIOSABUIIMCH COBCEM HEJIAaBHO M MMCEHHO H3-3a 3TOI'O BO MHOT'HX
rocy1apcTBax Ji0 CUX IOp HE IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QPYHKIMOHUPYIOT M O HUX YK€ IPONUCAHO B 3aKOHE, I/e HX
pasfesaoT Ha HECKOJIBKO BHJIOB - AaHOHMMHBIE U HE aHOHUMHBIE. Pa3Huia B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss IPOBOAUTH omepanuu 0e3
I/I,Z[GHTI/I(I)I/IKaI_II/II/I II0JIb30BAaTCiiA, 4 B HCAHOHHMMHBIX I/IIIGHTI/I(I)I/IKaL[I/IH II0JIB30BAaTCIA
ABJIsIETCS 0053aTENbHOM.



Taxxke crnemyeT pa3nuyaTh JIEKTPOHHBIE (PUATHBIE NEHBIH (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U 3JICKTPOHHBIC He(DraTHBIC JIEHBI'H (HE PABHBI TOCYIAPCTBEHHBIM BATIOTaM).
OcHOBHBIE COBETHI 0 0€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IIpuBsoku K c4eTy MOOWIBHBIN TenedoH. DTO camMblii yIOOHBIM W OBICTPBIA CIOCOO
BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eciu 3a0yaenib CBOM
IJIATEKHBINA M1ApOJIb UIIM 3alIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit onHopazoBeie mapoisid. Ilocie mepexona Ha YCHJICHHYIO aBTOPHU3AIUIO
Tebe yxe He OyJeT yrpoXkaTh OMacHOCTh KPayku WIIM MepexBarTa IIaTeXHOro Maposis;

3. Bwibepu cnoxHblii maponb. [IpecTynmHukam OyAeT HE MPOCTO YrajaaTh CIOXKHBIN
napoib. HagexxHble maponu - 3TO Mapoiiu, KOTOpPhIE COAEpKAaT HEe MEHee 8 3HAKOB U
BKJIIOYAIOT B c€0s CTPOYHBIC W IMPOMUCHBIE OYKBBI, IHU(PPBI U HECKOIHKO CHMBOJIOB,
TaKHe Kak 3HaK JoJuiapa, pyHTa, BOCKIUIATESIIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

DNEeKTpOHHAs MOYTa

DNeKTpOHHAs MOYTA - 3TO TEXHOJIOTHS U MPEIOCTABISIEMbIE €10 YCIYTH IO MEePEChUIKE U
MOJIYYEHUIO D3JIEKTPOHHBIX COOOIICHUN, KOTOpBIE PACHpENeNsioTcs B KOMIIBIOTEPHOM
cet. OOBIYHO DJIGKTPOHHBIN IMOYTOBBIM SIIMK BBITJBSIAAT CICAYIOMAM 00pa3oM:
UMs_TIOJb30BaTeNA(@uMs_oMeHa. Takke KpoMme Iepenadd MpOCTOro TeKCTa, MMeeTcs
BO3MOXXHOCThH TIepelaBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHOU MTOYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBINA MOYTOBBIA CEPBHUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jy4Yllle TOBEPATH TE€M, KOTO 3HAellb W KTO
IIEPBBII B PEUTHHIE;

2. He yka3pIBaii B JIMYHOI mouTe Nu4Hyl uHQopmanuio. Hampumep, mydiie BeIOpaTh
"My3bIKaIbHBIN_(haHaT@" miu "pok2013" BMecTo "Temal3";

3. Ucnonb3yil ABYXATAIHYIO0 aBTOPU3ALMIO. DTO KOTJa MOMUMO MApOJIsl HY’)KHO BBOAUTH
KOJI, TpHUChIIaeMbIil o SMS;

4. BoiOepu crnoxHbIi maposib. Jl7s KaXXAOro MOYTOBOTO SANIUKA JOJHKEH OBITH CBOM
HAaJIeKHBIM, YCTOMUMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTh BO3MOYKHOCTH HaIlMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJB3YH 3Ty
BO3MOKHOCTb;

6. Hcnonb3yll HECKOIBKO MOYTOBBIX SIIMKOB. [lepBbIii i 4acTHON NEPEeNnHuCKU C
aZpecataMu, KOTOPBIM ThI JOBEPSIEIIb. DTO JIEKTPOHHBIN aJipec HE HAJI0 MCIOJIb30BaTh
MIpH perucTpanuu Ha Gopymax u carax;

7. He otkpsiBail (aityibl 1 Ipyrue BIOXKEHUS B MUCHhMAaX, Ja)K€ €CJIM OHU MPUIILIH OT
TBOUX Jpy3ei. Jlydilie yTouHU y HUX, OTHPABIISIIN JTU OHU TeOe AT (aiiisbl;

8. Tlocme okoHuaHus PaOOTHI HA TMOYTOBOM CEPBUCE MEpeJ] 3aKPHITUEM BKJIAJKU C
caiftoM He 3a0yabp HakaTh Ha "BeriiTu".

KI/I6Cp6y.HJ'II/IHT HJIK BUPTYAJIbHOC U3ACBATCILCTBO

KubepOymnuar - mpeciefoBaHHe COOOIICHUSIMH, COIEPKALIMMU  OCKOpOJICHUS,
arpeccHio, 3alyrMBaHHe; XYJIUTaHCTBO; COIMAJIbHOE OOMKOTHPOBAHHWE C IMOMOIUIBIO
Pa3IMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYTUHIOM:

1. He Opocaiics B 00if. Jlyummii cmoco0: mocoBeTOBaThCS Kak ceOs BECTH W, €CIH HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle YCIIOKOUTHCSA. Eciu Thl HauHelIh OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa3okKelb KOH(IUKT;

2. YrpaBnsii cBoei KuOeppenyTaimei;

3. AHoHUMHOCTH B ceTd MHHUMasg. CyIIecTBYIOT CHOCOOBI BBIICHHTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;



4. He cTouT BeCTH XyIUTaHCKUI 00pa3 BUPTyalbHOW >knU3HU. VIHTEpHET UKCUpYET Bce
TBOHU JICHCTBUSI M1 COXPAHSICT UX. Y JAIUTh UX OYJET KpailHe 3aTPYAHUTEIIBHO;

5. CoGurosiail CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit equanyHbiid Heratu. OTHOPa30BbIe OCKOPOUTEILHBIE COOOIICHUS JTyUIIe
UrHopupoBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha Ha4YaJIbHOM CTa/lny;

7. Ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIMH COOOIICHUSMHU, B COLIUATIBHBIX
CeTSAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKU COOOLICHUN C OMPEAETICHHBIX a/IpECOB;
8. Ecimu Tb1 cBugerens kuOepOyiuimHra. TBou [EHCTBUS: BBICTYNUTh IPOTUB
IpecieaoBarensi, IoKa3aTb €My, 4YTO €ro JeHCTBUS OLIEHUBAIOTCA HETaTUBHO,
MOAJIEPKaTh KEPTBY, KOTOPOH HY)KHA MCUXOJIOTUYECKAsi IIOMOILb, COOOUIUTH B3POCIIBIM
0 (hakTe arpecCUBHOTO MOBECHUS B CETH.

MoOunbHbIN TenedoH

CoBpemenHble cMapT(GOHBI W IUIAHIIETHl COJIEPXKAaT B ce0e BIIOJIHE B3POCIBIN
(GYHKLIMOHAJ, U TeNepb OHU MOT'YT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpaMHU.
OpHako, cpesiCTB 3alUThI JUIsl MOJOOHBIX YCTPONCTB MTOKA OUeHb Mao. TecTupoBaHue u
MIOUCK YA3BUMOCTEH B HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak s [1K, To ke camoe
KacaeTcs U MOOMIIbHBIX MTPHIIOKEHHA.

CoBpemeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPaKTUUECKU JOIHAJIM HACTOJIbHbIE aHAJIOTH,
OJTHAKO paciupeHne (QyHKIFOHANIA BIEYET 32 COO0H OOJBIIYIO CIIO)KHOCTh U MEHBIIYIO
3aLIUILEHHOCTb.

Jlaieko He Bce MPOU3BOJIUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTUUECKUE
YSA3BUMOCTH U1l CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIsl 0€30MacCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sABnsieTcs mo-HactosueMy OecrulaTHbIM. Byab ocToposkeH, Bellb Korja tede
npenaaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT ObIThb CKPBITHI KaKHE-TO IUIaTHbHIE
yCIIyTH;

Hymaii, npexnae yem otnpaButb SMS, ¢oto wim Buaeo. Tl TOYHO 3Haellb, I7I€ OHU
OyAyT B KOHEUHOM UTOTe?

Heo0xo1mMo 0OHOBIIATE ONEPallMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

Vcnonb3yit aHTUBHPYCHBIE IPOrPaMMBI /17151 MOOUIIBHBIX TeNIe()OHOB,;

He 3arpyxaii mpuyio)keHUsI OT HEU3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT COJIEP)KATh
BPEJIOHOCHOE NMPOrpaMMHOE 00eCTIeUeHuE;

[Tocne Toro kak Thl BbIiiellb C caiiTa, T€ BBOAWJ JUYHYI HMH(OpMalMIO, 3aiiid B
HacTpolku Opay3epa u ynanu cookies;

[leproanuecku npoBepsiid, KakKUe IUIATHBIE YCIYTH aKTUBHPOBAHbI HA TBOEM HOMEpE;
JlaBaii cBOil HOMep MOOMIIBHOTO Tese(hOHA TOJIBKO JIOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsielllb;

Bluetooth nomxkeH ObITH BBIKITIOUEH, KOTJIa ThI UM HE MOJb3yelbes. He 3a0biBaii mHOT 1A
MIPOBEPSTH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBI - OSTO KpPAacOYHbIe, 3aXBaThIBAIOIIME pa3BIICUECHMUS,
00BEIUHSIOIINE COTHU THICSY YEJIOBEK MO BceMy MHpY. UTpoKH UCCIenyOT JaHHBIA UM
MHUp, OOLIAIOTCS APYr C JAPYroM, BBIIOJHSIOT 3aJaHUs, CPAXalOTCS C MOHCTpaMU M
[IOJIy4alOT OMNBIT. 3@ YJOBOJBCTBUE OHU IUIATAT: IOKYMNAIOT JUCK, OIJIAYUBAIOT
aOOHEMEHT UJTU MPUOOPETAIOT KaKUe-TO OMIIUH.

Bce 3t cpeactBa uayT Ha MOAJAEp)KAHME M Pa3BUTHE UIPHl, a TAaKXKe Ha camy
0€30I1aCHOCTbh: COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPHU3ALMHU, BBIITYCKAIOTCSI HOBBIE MTAT4U
(unpoBbIe 3armIaTky I IPOTrPaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogoOHBIX Urpax CTOUT onacaTrbcs HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO KpakKu
TBOETO NapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOIBIIUHCTBA UTP.



OCHOBHBIE COBETHI M0 O€30MAaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecitu apyro#t urpok BeaeT cedsl MI0X0 WU co3/aeT Tede HEMPUITHOCTH, 3a0IOKUPYI
€ro B CIIMCKE UTPOKOB;

2. lloxanylicss aAMUHHCTpATOpaM WIPbl Ha IUJIOXO€ IIOBEACHUE ITOTO UIPOKA,
KEJIaTeIbHO IPUIIOKUTh KaKHE-TO I0KA3aTelbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii inunyro nHpopmaiuio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeohuMaIbHbIE TATYH U MOJIBI;

6. Mcnionb3yi CII0’KHBIE U pa3Hble N1apoJy;

7. Haxe BO BpeMsi UTphl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaemib, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUImMHT 1IN Kpaxa JUYHBIX JAaHHBIX

OObIuHOW KpaXkell JeHer M JOKYMEHTOB CErOJHS YK€ HHUKOrO HE€ YAWBHUIIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA MEPEeMECTUINCh B WHTEPHET, U
IIPOJOJIKAIOT 3aHUMAThCS " MIOOUMBIM" JIEJIOM.

Tak mosiBUyach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUILUHT, TJ1aBHAs LENb
KOTOPOT'O COCTOUT B IOJy4YEHHH KOH(UACHIIMAIBHBIX TaHHBIX MTOJIb30BATEICH - JTOTMHOB
u napoJjeil. Ha anrnuiickom si3pike phishing unraercs kak ¢umumsr (ot fishing - ppioHas
JIOBJIAA, password - TTapoIIh).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cnemqn 3a cBouM akkayHTOM. Ecim TBl momo3peBaelib, 4TO TBOSI aHKeTa ObLiIa
B3JIOMaHa, TO HE0OXO0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTpPATOpaM pecypca
00 3TOM KaK MOXHO CKOpee;

2. Vcnionb3yii 6e3onacHbie BeO-CaiiThl, B TOM YHCIIE, HHTEPHET-MAara3uHoB U MOMCKOBBIX
CHCTEM;

3. Ucnonb3yil crokHbIe U pa3Hble Mapoid. Takum oOpa3oM, eciiu TeOsl B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH TIOJIyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOQHIIIO B CETH, a HE KO
BCEM;

4. Ecriu Te0s1 B37I0MaIIH, TO HEOOXOMMO TPEAYIPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no06aBieHbl y TeOs B APY3bsX, O TOM, UTO TeOs B3JIOMAIM U, BO3MOXXHO, OT TBOETO UMEHU
Oy/eT pacchUIaThCS CIIaM M CCBIIKM Ha (DUIIIMHTOBBIC CANTHI,

5. YcranoBu HazexHbli naposb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He otkpbiBail (hailnbl U Ipyrue BIOXKEHHs B MHUCbMaX, Jake €CIM OHU MPHUIUIM OT
TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe AT (Paisibl.

Hudposas penyrarus

udposas penyranus - 370 HeEraTUBHAs WM MO3UTHUBHAs MHQOpMAIUS B CETH O Tele.
Komnpomerupyromas: uHdopMaliysi, pa3MelieHHas B HHTEPHETE, MOXET Cephe3HBIM
o0pa3oM OTpa3UThCsl HAa TBOEH peanbHOM xu3HU. "LludpoBas pemyramus" - 3To TBOI
UMUK, KOTOPBIH popMupyeTcs u3 nHpopMmanuu o Tebe B MHTEpPHETE.

TBoe wMecTo KUTENhCTBA, Yy4eObl, TBOE€ (PHMHAHCOBOE TMOJOKEHHE, OCOOCHHOCTH
XapakTepa M pacckasbl 0 OJM3KUX - BCE ITO HAKAIJIMBAETCS B CETH.

MHorue noJpoCTKHU JIETKOMBICIEHHO OTHOCSTCS K MyOIMKAIUU JTUYHONW HHQOpMAIUH B
WNHTepHeTe, HE MOHUMAas BO3MOKHBIX NOCIEACTBUNA. ThI Jake HE CMOXKEIIb JOragaTbes O
TOM, 4TO Qororpadus, pasmelieHHas 5 JIeT Ha3aj, cTaja IPUYMHOM OTKa3a MPUHATh
Te0s Ha paboTy.

KommenTapum, pasmemenue TBoux ¢otorpaguii u apyrue JACHCTBUS MOTYT HeE
HCYE3HYTh JaXe IOCe TOTrO, KaK Thl UX yJaJIWIIb. Thl HE 3Haellb, KTO COXpPaHWI 3ATY
MH(pOpMaIHIO, IIOTaNa JIM OHA B TOUCKOBBIE CUCTEMBI U COXPAaHWIIACh JIU OHA, a IJIaBHOE:!
YTO MOAYMAIOT O TeOe OKpPY)KAIOLIMe JIIOJM, KOTOphle HAaWAyT M yBHIAT 3T0. Haiftu



MH(OPMAIIMIO MHOTO JIET CITYCTS CMOXKET JII000H - KaK U3 J0OpbIX MOOYXKACHUH, TaK U C
HaMEepEeHUEM MPUUYUHUTH Bpel. ITO MOXKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI MO 3aIIuTe U(PPOBOI penyTauu:

1. Tlomymaii, mpexxae 4em 4To-TO MyOJIMKOBaTh M IepeaaBaTh y ceOs B Ojore wiu B
COLIMAJIbHOM CETH;

2. B Hactpoiikax npoduiisi yCTaHOBU OIpaHUYEeHHs] HA TPOCMOTP TBOETO MPO(UIIs U ero
COJIEP’KUMOT0, CIIEJIall €ro TOJIbKO "uisl Ipy3en';

3. He pa3meniail u He yka3biBail HH(MOpMALIKIO, KOTOpasi MOXKET KOro-a1ubo ocKopOIsaTh
WU OOMXKAaTh.

ABTOpPCKOE ITpaBo

CoBpeMEHHbBIC IIKOJIBHUKMA - AaKTHBHBIC MOJb30BATEIM LU(PPOBOrO IMPOCTPAHCTBA.
OnHako JaJieKo He BCE 3HAKOT, YTO MOJIb30BAHHE MHOTUMH BO3MOXKHOCTSIMU LIH(POBOTO
Mupa TpedyeT coOII0IeH s TPaB Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIUIEKTyallbHAsi COOCTBEHHOCTH" OTHOCHUTCS K Pa3lIMYHBIM TBOPCHUSIM
YEJIOBCUSCKOTO yMa, HAuyWHas C HOBBIX HM300pETCHUH M 3HAKOB, 00O03HAYAIOIINX
COOCTBEHHOCTh Ha TNPOAYKTBI W YCIYI'H, M 3aKaHuMBas KHHramu, ororpadusmu,
KUHO(WIbMAMU ¥ MY3bIKAJIbHBIMH IPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 9TO IpaBa HA UHTEIUICKTYaJIbHYI0 COOCTBCHHOCTh Ha MPOU3BEICHUS
HAYKH, JIUTEPAaTypbl U MCKyCCTBA. ABTOPCKHE IPaBa BBICTYIAIOT B KA4ECTBE FapaHTUU
TOTO, YTO MHTEJUICKTYaIbHBII/TBOPYECCKUI TPyl aBTOpa He OyIeT HAPACHBIM, IACT EMY
CIIpaBEeUINBBIE BO3MOXKHOCTH 3apa0dOTaTh Ha pe3ysbTaTax CBOETO TpPyJa, IMOIYYUThH
M3BECTHOCTh U Mpu3HaHue. HUKTO Oe3 paspelieHusi aBTopa HE MOXKET BOCIHPOU3BOIHTh
ero MPOU3BEJCHHE, PACIPOCTPAHITh, MYOJMYHO JEMOHCTPUPOBATH, IPOIABATH,
UMITIOPTUPOBATh, MYCKAaTh B MPOKAT, MYOJIUYHO HCIOIHATH, [MOKA3bIBATH/UCIIOJIHATH B
a¢upe wim pazmenats B UaTepHeTe.

Hcnonp3oBanue "mupaTrckoro” mporpaMMHOTO 00eCIIeYeHNsT MOKET IPUBECTH K MHOTHM
pHCKaM: OT MOTEPH JTAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, T/Ie
YCTaHOBIICHA HeJleTanbHas mporpamMa. He cTOMT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JierabHbIe U OeCIIaTHBIE TPOTPAMMBbI, KOTOPbIE MOXKHO HANTH B CETH.

O noprane

CereBu4ok.pp - TBOHM TIJIaBHBIM COBETYMK B CETHU. 3/1eChb ThI MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHSATHBIM M JIOCTYIHBIM S$I3bIKOM, a TpPH BO3HUKHOBEHUU
KPUTUYECKOW CHUTyalluH OOpaTHUThCS 3a COBETOM. A TakXe MPUHATh ydacThe B
KOHKYpPCax M CTaTh CaMbIM ITU(POBBIM TPakIaHUHOM !



[Ipunoxenne Ne 3 x npukazy 340-1 ot 14.06.2018

IAMSATKA JULS POAUTEJIEN OB UHOOPMALIMOHHOM BE3OIIACHOCTH
JIETEN

Omnpenenenue TepMmuHa "wHOpMaIMOHHAs O€30MacCHOCTh JACTe" COIEpPKHUTCS B
@denepanbHoM 3akoHe N 436-O3 "O 3ammute aereld oT WHGOPMAIUU, TPUIHHSIONICH
Bpe/A UX 370POBBIO0 U Pa3BUTHUIO", PETYIHPYIOIIUM OTHOILICHUS, CBSI3aHHBIC C 3aIIUTON
neteit oT HHPOPMALUH, IPUYUHSIOMIEH Bpe UX 310pOBbIO U (Win) pa3BuTuio. CoriacHo
JTAHHOMY 3aKOHY "MH(pOpMAalMOHHAas O€30MacHOCTh JIeTed" - JTO COCTOSHHE
3alMIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIM € IPUYUHEHHEM
uHpopmalren Bpeaa ux 370poBbI0 U (WiH) GU3NIECKOMY, IICUXUYECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansroro 3akona N 436-D3 undopmarueit, IpUIuHSIONICH Bpel 310POBbIO
U (UJIM) pa3BUTHIO JI€TEH, ABIISETCS:

1. Uadopmarius, 3anpelieHHas 1js pacCpoCTpaHEHUs CPeIu JAeTel;

2. Uudopmarusi, pacnpocTpaHeHHE KOTOPOW OTPAaHUYEHO CPEAM ACTEH OINpeIeTICHHBIX
BO3PACTHBIX KaTeTOpUHl.

3. K uadopmanuu, 3anpenieHHo uist pacripoCTpaHeHHs CPEIH €T, OTHOCUTCS:

- uHbopMalus, MoOyXAawluas AeTeld K COBEPLICHUIO ACUCTBUM, MPEICTaBISIONINX
yrpo3y MX JKU3HU U (MIM) 370POBBIO, B T.Y. IPUYMHEHHIO BpPEAa CBOEMY 3[0pPOBBIO,
camMoyOHUIiCTBY;

- CIIOCOOHOCTHh BBI3BATh Y JIETEH JKeJTaHWE YMOTPEOHTh HAPKOTUYECKHE CPEICTBA,
MICUXOTPOIHBIC U (W) OAYPMAHHUBAIOIINE BEIECTBA, TaOAYHbIC U3IENHS, ATKOTOJIbHYIO
U CIIUPTOCOJIEPKALLYIO POJYKIUIO, IMBO U HAIIUTKHU, U3rOTABJIMBAaEMbI€ Ha €r0 OCHOBE;
MPUHATh y4acTHE B a3apTHBIX WUIPax, 3aHUMATHCS MPOCTUTYLHEH, OPOIKHHUECTBOM
WJIY MTONPOIIAaHHUYECTBOM;

- 000CHOBBIBAIOIIAs WM OMPABIBIBAIOIIAS TOMYCTUMOCTD HACHIIUS U (UJTH) KECTOKOCTH
b0 MmoOYyXKJarolasi OCYIIECTBIATh HACUILCTBEHHbIE JEHCTBHUS 10 OTHOIICHUIO K
JIOJISIM U )KUBOTHBIM;

- OTpULAIOLIAs CEMEWHbIE LIEHHOCTH W (OpMHUpYIOLIas HEYBaXXEHHE K POJIUTENSIM U
(M) APYrUM WiIEHaM CEMbH;

- OIIpaB/ibIBaIOIasi MPOTUBOIIPABHOE MTOBEICHUE;

- coJieprKalliasi HeLEH3ypHYIo OpaHb;

- cozepykarias nHopmaIuoo nopHorpadhuIecKoro Xxapakrepa.

K undopmaruu, pacnpoctpaHeHre KOTOPOH OrpaHMYEHO Cpeau AeTei OINpeleleHHOro
BO3pacTa, OTHOCUTCSL:

1. undopmarus, mpeacTaBisieMas B BHAE M300paXeHHUS WIM OMHCAHUS KECTOKOCTH,
¢buzmyeckoro u  (WIM) TICHXUYECKOTO HACWIIWA, TMPECTYIUICHUs WIH HWHOTO
aHTHOOIIECTBEHHOTO JACHCTBUS;

2. BbI3bIBaIONIAsl y JeTeil cTpax, y)Kac WIM NaHUKY, B T.4. MpeJAcTaBisieMas B BHJE
M300pakeHUs] WJIM ONMCAHUS B YHIKAIOIIEH dYeloBEeYeCKoe JOCTOMHCTBO (opme
HEHACWJIbCTBEHHOHN cMepTH, 3a00JIeBaHus, cCaMOyOHIICTBa, HECUACTHOTO CiIydasi, aBapHH
WM KaTacTpodbl U (UITH) UX TOCIEICTBU;

3. mpezcTaBnsieMas B BUJIE M300paKEHUSI WU OMMCAHUS TOJIOBBIX OTHOIIEHUN MEXKIY
MY>KYMHOU U KEHIIMHOW;

4. coneprkaiasi OpaHHBIE CIIOBA M BBIPQXKEHUS, HE OTHOCSIIKECS K HELEH3YpHOI OpaHH.
C yuerom sToro Bam mpesiaratorcst mpaBuia paboThl B ceTu MIHTepHET Ui pa3IuyHbIX
BO3pDACTHBIX  KaTeropui, coOnrofiecHue  KOTOpPBIX  TO3BOJUT  OOECNeyuTh
MH(OPMAIMOHHYIO 0€30IaCHOCTh BaIlIUX JIETEH.

OOu1re mpaBuia Uit poaAnuTENeH



1. HesaBucumMo oT Bo3pacTa peOEHKa HCHONB3YHTE MporpaMMHOEe oOecreueHue,
nomoraroniee ¢GUILTPOBaTh U KOHTPOJIMPOBATh HHGOpPMAILIMIO, HO HE MOJaraiTech
MOJTHOCTBIO HA Hero. Barie BHuMaHue K peOeHKY - TJIaBHBIA METO/ 3alUTHI.

2. Ecniu Bam peGeHOK MMeeT akkayHT Ha OJHOM U3 coltnaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHMMAaTEIbHO H3y4YHTE, KaKyl0 HH(OPMAIHIO
MOMEIIAI0T €r0 YYaCTHUKH B CBOMX Mpoduisx u Onorax, Bkiwoudas (ororpapuu u
BU/JIEO.

3. IlpoBeppTe, C KakUMHU JpPYyrUMHU CaliTaMy CBA3aH COLMAJIbHBIA cepBuc Bamiero
pebenka. Ctpannuku Bamero peGeHka MOTYT OBITH 0O€30MaCHBIMH, HO MOTYT U
COJIEpKaTh CCHUIKM Ha HE)KeJIaTeJbHbIE U OMACHbIE CAlThl (HampuMmep, MOPHOCANT, WU
CaiiT, Ha KOTOPOM JpYyr YIOMHHAeT HOMEp coToBoro Tenedona Bamrero pebenka mmm
Bam nomanawuii aapec)

4. Ioompsiite Bammx nereit coobmaTs 000 BCeM CTPAaHHOM WJIM OTTAJIKUBAIOIIEM U HE
CIIMIIKOM OCTpPO pearupyire, Korja OHM 3TO JIelaroT (M3-3a OMAaceHUs MOTEPSITh JOCTYII
K VHTepHETYy AeTH HE TOBOPAT POIUTENSIM O MpobiemMax, a TakKe MOTYT Hadarb
UCIOJIb30BaTh VIHTEpHET BHE I0Ma U IIKOJIbI).

5. byabte B Kypce cereBoit »xu3HM Bamero pedenka. HTepecyiitech, KTO UX Apy3bs B
WuTepHeT Tak ke, Kak HHTePECYETECh pealbHBIMU APY3bIMHU.

Bo3spact ot 7 1o 8 ner

B HurepHere pebeHOK cTapaeTcsl MOCETUTh T€ WJIM MHBIE CAMThI, @ BOSMOXKHO U YaThl,
paspellieHue Ha IOCELIEHHE KOTOPBIX OH HEe Moyiydua Obl oT poxautenei. [loatomy
ponuTensiM OcOoOEHHO TMOJNe3Hbl OyayT T€ OTYeThl, KOTOpBIE MPEAOCTABISIOTCS
MporpaMMaMH 110 OrpPaHUYEHHUIO HCHoNb30BaHusA WMHTepHera, T.e. Pomutenbckuil
KOHTpPOJIb WM TO, YTO BBl CMOKETE YBUAETHh BO BPEMEHHBIX (Qailnax. B pesynbrare, y
pebeHka He OyleT ONIIYIICHHS, YTO 3a HUM BEACTCS IOCTOSHHBIM KOHTPOIIb, OJIHAKO,
ponuTenu OyAyT MO-TIPEKHEMY 3HATh, KaKUe CAMTHI MocemaeT ux pedeHok. Jletn B
JTAHHOM BoO3pacTte OOJaJar0T CHJIBHBIM YYBCTBOM CEMbU, OHM JOBEPUYUBBHI U HE
COMHEBAIOTCS B aBTOpHUTeTax. OHU JTIOOST UTPaTh B CETEBBIE UTPHI U IMYyTEIIECTBOBATH 110
HNuTepHeTy, uUCHONb3yd OJJIEKTPOHHYIO TIOYTY, 3aXOJWTh HAa CaWThl W YaTbl, HE
PEKOMEHIOBAHHBIE POAUTEIISIMH.

Cosertsl 110 Oe3omacHocTH B ceTi HTepHeT i aereit 7 - 8 ner

1. Co3paiiTe crMCOK JOMAaIIHUX MpaBWII MOcelieHus VIHTepHeTa npu ydacTuu JeTei u
TpeOyiiTe ero BHIOTHEHUS.

2. TpebOyiite ot Bamero pebGeHka cOOJIIOACHUS BPEMEHHBIX HOPM HaXOXKIACHHS 3a
koMmmbroTepoM. [lokaxute peGenky, uro Bel HabmogaeTe 3a HUM He MOTOMY 4TO Bam
3TO XOYeTCs, a MOTOMY uTO Bbl GecriokonTech 0 ero 6€30MacHOCTH M BCErJa TOTOBBI EMY
MIOMOUYb.

3. Komneiotep ¢ nmoakmoueHueM K MHTEpHETY MODKEH HaXOAWTHCS B OOIIEH KOMHATE
10/l IPUCMOTPOM POAUTENEH.

4. Ucnionp3yiiTe cCienUaIbHbIE IETCKUE MOUCKOBBIC MAIIIMHBI.

5. Ucnonp3yiiTe cpencTBa OJOKUPOBAHUS HEXKENATEIHHOTO KOHTEHTA KaK JOMOIHEHUE K
CTaHAApTHOMY POUTENECKOMY KOHTPOJIIO.

6. Co3maiiTe ceMeWHBIM DIEKTPOHHBIN SIIMK, YTOOBl HE IO3BOJHUTH JETSIM HMETh
coOCTBEHHBIE ajipeca.

7. bnokupyiite nocTyn K caiitam ¢ OecrjJaTHBIMH MOYTOBBIMHU SIIIMKAMH C MTOMOIIBIO
COOTBETCTBYIOIIErO IPOrpaMMHOT0 0OecTieyeHusl.

8. Ilpmyunte nereit coBeToBaThCs ¢ Bamu mepen omyOIMKOBaHHEM KaKOW-THOO
uH(pOpMaLlUK CPEICTBAMHU DJIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (OPM U
npoduei.

9. HayuuTte nereii He 3arpyskathb (hailyibl, IpOrpaMMbl WU MY3BIKY 0€3 BaIllero COrjacusi.
10. He paspemaiite aeTsM UCTIONB30BaTh CIYKObl MTHOBEHHOT'O OOMEHa COOOIICHUSIMHU.



11. B "Genplii" ciucok caToB, pa3pelIeHHbIX IS TOCEIICHNUs, BHOCUTE TOJIBKO CAMTHI ¢
XOPOILLEH peryTanuei.

12. He 3a0biBaiiTe 6ecenoBaTh C 1eTbMH 00 UX ApY3bix B MHTepHeTe, Kak eciu Obl peub
1IJIa O IPY3bsX B peaIbHON KU3HH.

13. He nenaiite "Ta0y" M3 BOIPOCOB MOJIOBOW KU3HU, TaK Kak B IHTepHETE A€TH MOTYT
JIETKO HATKHYTHCS Ha TOPHOTPA(HUIO WITU CANThI "1 B3pOCIbIX".

14. Tpuyunte Bamero pebGenka cooOmarb BaM 0 JIOOBIX Yrpo3ax WM TPEBOTaX,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBaiiTech CHOKOWHBIMU M HAallOMHUTE JIETAM, YTO OHU B
0€30MacHOCTH, €CJIM CaMH paccKazajl BaM O CBOMX TpeBorax. [loxBaiute uX u
IIOCOBETYITE NOJONUTH elle pa3 B OJA0OHBIX CllydasX.

Bo3spact gereii ot 9 no 12 ner

B nanHoMm Bo3pacTte neTH, Kak MpPaBHIIO, YK€ HACTBIIIAHBl O TOM, Kakas MH(opMarus
cymectsyer B Murepnere. COBEpIIEHHO HOPMAaJbHO, YTO OHHU XOTST 3TO YBUJCTH,
MpoYecTh, ycablaTh. [Ipy 3TOM HYXHO HOMHUTH, YTO JOCTYN K HEXKeIaTeIbHBIM
MaTepuagaM MOXHO JIETKO 3a0JIOKMpOBaTh IpHU HOMOILIM cpeacts Poaurenbckoro
KOHTPOJISL.

Cosersl 110 0€3011aCHOCTH U1 aeTeit or 9 no 12 ner

1. CoznaiiTe CrUMCOK JOMAIHUX MpaBWi MOcelleHus: VIHTepHeT mpu ydacTuu jaered u
TpeOyHTE ero BhINOJIHEHHS.

2. TpeOyiite ot Bamrero pedbeHnka coOII0IeHIS HOPM HAXOKICHUS 32 KOMITBIOTEPOM.

3. HaOmonaiite 3a peOeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, MOKaKUTE €My, 4TO Bbl
0eCroKOuTeCh 0 €ro 0€30MaCHOCTH U BCET/Ia TOTOBBI 0Ka3aTh €MY ITOMOIIIb.

4. KommproTep ¢ MOJKIOYEHHUEM B VIHTEpHET NODKEH HaXOAMThbCA B OOLIe KOMHAaTe
IO/, IPUCMOTPOM POJUTEIIEH.

5. Ucnonp3yiiTe cpeacTBa OIOKUPOBAHUS HEXKENATEIbHOIO KOHTEHTA KaK JIOTIOJIHEHUE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe mpuHUMAaTh HEMOCPEICTBEHHOE YUacTHe B )KU3HU peOeHKa, Oece10BaTh
¢ 1eTbMU 00 uX 1Opy3bsax B HTepHeTe.

7. HacrauBaiiTe, yTOOBI J€TH HUKOTa HE COTIALIAUCH HA JIMYHBIE BCTPEUH C IPY3bSIMU
o urepHery.

8. Tlo3BosisliTe NeTsAM 3aXOAUTh TOJBKO Ha CalThl U3 "Oenmoro" cHucka, KOTOPBIH
CO3J]aliTE BMECTE C HUMH.

9. Ilpuyunte paerell HMKOIrJa HE BbIJABaTh JHMYHYHO HH(GOpPMAIMIO CPEICTBAMU
ANEKTPOHHOW  MOYTHI, 4YaTOB, CHCTEM MIHOBEHHOT0 OOMEHa COOOIIEHUSIMH,
pEerucTpaloHHbIX (OpPM, JIMYHBIX Npoduiaed M HpU pPErucTpauy Ha KOHKYPCHI B
HNHrepHere.

10. Ilpuyunre neteil He 3arpyxarth mporpammsl 6e3 Bamero paspemienus. O0bscHUTE
UM, YTO OHM MOTYT CIy4allHO 3arpy3uThb BHPYCHl WM JIpyroe HeXeJaTeIbHOe
porpaMMHOe obecrieueHue.

11. Cospaiite Bamemy peOeHKY OTpaHMYEHHYIO YUYETHYIO 3amuch s paboThl Ha
KOMIIBIOTEPE.

12. Tlpuyuute Bamero peOeHka coo0maTe BaM O JIOOBIX yrpo3ax WM TPEBOrax,
cBs3aHHBIX ¢ MHTepHeToM. HamoMmHuTe neTsiM, 4TO OHHM B OE30MACHOCTH, €CIIM CaMHU
pacckazajii BaM O CBOMX TPEBOTaxX U OMAaceHUsX.

13. Pacckaxure netsm o nopHorpaguu B HTEepHeTE.

14. HacrauBaiiTe Ha TOM, 9YTOOBI I€TU MPEJOCTABIISLIA BaM JIOCTYI K CBOEH AJIIEKTPOHHON
1oyTe, 4YTOO0bI BBl YOEMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OO®BsicHUTE HeTAM, UYTO HENb3sl MCIOJb30BaTh CETh I XYJWUTAHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN yIpo3.

Bospacr nereit ot 13 o 17 ner



B 3TOM BO3pacTe MoApOCTKM aKTUBHO MCIIOJB3YIOT MOUCKOBBIE MAIIMHbI, MMOJIb3YIOTCA
ANEKTPOHHOW TOYTOM, CIyk0aMU MTHOBEHHOTO OOMEHa COOOIIEHUSMHU, CKAa4YUBAIOT
My3bIKy M (QWIbMBI. MalbynkaM B 3TOM Bo3pacTe Oojibllle MO HpaBy CMETaTh BCE
OTpaHUUYEHUS], OHU KaXIyT TpyOOro romMopa, a3apTHBIX UIp, KAPTUHOK "1Jis B3pOCIbIX".
JIeBOUKM TpEeANnoOYUTAOT O0IIaThCs B uaTax, [OpPH 3TOM OHH Topa3fo Oolee
4yBCTBUTEJIbHBI K CEKCYaJIbHBIM JloMoraTesibctBaM B MIHTEpHETE.

3auacTyio B JaHHOM BO3pacTe POJUTENSIM YK€ BECbMa CI0XKHO KOHTPOJIMPOBATH CBOUX
nerel, Tak kak 00 MHTepHeTe OHU YK€ 3HAIOT 3HAYUTEIBHO OOJIbIIE CBOMX POIUTEINCH.
Tem HEe MeHee, He oTmyckaiiTe aeredl B '"cBoOomHoe IutaBaHue" 1o HHTepHETY.
CrapaiiTech akTUBHO y4acTBOBaTh B 00IIeHNU pebenka B IHTepHerTe.

Baxxno mo-mpexxHeMy cTporo cobmrojgaTh mpaBwia MHTepHeT-0e30macHOCTH -
COTJIAIIEHUE MEXIY POJUTENSAMHU U 1eThbMH. KpoMe Toro, He00X0IMMO KaK MOKHO Yallie
pocMaTpuBaTh OTYETHl O neATenbHocTH Jnereil B Mutepuere. Cnemyer oOpaTHUTh
BHHUMaHUE Ha HEOOXOJUMOCTh COJIEp)KaHUS POAUTEILCKUX Tapojed (maposei
aJIMMHHUCTPATOPOB) B CTPOTOM CEKpeTe M OOpaTUTh BHUMAaHHE HA CTPOTOCTh STHUX
apoJen.

CoBetbl 10 0€30MMacCHOCTH B 3TOM Bo3pacTte oT 13 mo 17 ner

1. Co3paiiTe CcHUMCOK JOMalIHMX IpaBUi IoceleHus IMHrepHera npu ydactuu
MOJIPOCTKOB M TpeOyiiTe 0e3yclIoBHOro ero BbIMOMHEHHA. OOroBopure ¢ peOCHKOM
CIIMCOK 3alpenieHHbIX caiToB ("depHbld crucok'), dacel paboTel B MHTepHeTe,
PYKOBOJCTBO 110 0011eHuI0 B IHTEepHETE (B TOM YMCIIE B YaTax).

2. KommploTep ¢ mojakiIO4YeHHeM K ceTd MHTepHeT NO/DKEeH HaXOAWUThCs B oOuiel
KOMHare.

3. He 3a0bIBaiiTe OecenoBaTh ¢ 1eTbMH 00 MX Jpy3bsix B MHTepHeTe, 0 TOM, yeM OHHU
3aHSATHI TaKUM 00pa3oM, Oy/ATO peub UJAET O JPY3bsiX B peasibHOM ku3Hu. CrpamuBaiite
0 JIOAX, C KOTOPBIMHM J€TH OOIIAIOTCsA TMOCPEIACTBOM CIYXO MIHOBEHHOIO OOMEHa
COOOIIIEHUSAMH, YTOOBI YOEIUTHCS, UTO 3TH JIFOJAU UM 3HAKOMBI.

4. Vcnonp3yiiTe cpeacTBa OJOKMPOBAHUS HEXKENATEIbHOTO KOHTEHTA KaK JONOJHEHUE K
CTaHapTHOMY PoauTenbsckoMy KOHTpPOIIIO.

5. Heobxoaumo 3HaTh, KakuMU 4YaTamMH TOJb3yroTcs Bamm geru. Iloomipsiite
UCIOJIb30BaHNE MOJIEPUPYEMbIX 4YaTOB W HAacTaWBaiTe, 4TOObI J€TH HE OOILAINCh B
IIPUBAaTHOM PEKUME.

6. HacraupaiiTe Ha TOM, 4TOOBI J€TH HUKOIJIAa HE BCTPEYAIUCH JIMYHO C APY3bSIMU U3
cetu MuTepHer.

7. Ilpuyunte fneTei He BbIIaBaTh CBOIO JIMYHYIO MHPOPMALIUIO CPECTBAMH 3JIEKTPOHHOM
MOYTHI, YaTOB, CUCTEM MTHOBEHHOI'O OOMEHa COOOIICHUSMH, PErHCTPALMOHHBIX (OopM,
JUYHBIX Mpoduieit u Npu perucTpanuy Ha KOHKypcebl B IHTepHeTe.

8. Ilpuyunte nereit He 3arpy»kaTh nporpammsl 6e3 Bamero paspemienus. OObsicCHUTE UM,
YTO OHU MOTYT CIIy4aiiHO 3arpy3uTh BUPYCHI WM JIPYroe HeKelaTeIbHOe IPOrpaMMHOE
obecrieyeHue.

9. Tlpuyuute Bamero peOenka cooOmarb BaM 0 JIOOBIX Yrpo3ax WIM TpEBOTrax,
cBs3aHHBIX ¢ MHTepHeToM. HamoMHuTe neTsiM, 9YTO OHU B OE30MIACHOCTH, €CIU CaMHU
pacckasany BaM, O CBOMX yrpo3ax WM TpeBorax. [loxBamuTe MX W mOCOBETyHTE
MIOJIOWTH €11l pa3 B MOJO0OHBIX CITydasX.

10. Pacckaxute nersMm o nopHorpapuu B Wutepnere. Ilomorure um 3amiuTuUTHCS OT
cnama. Hayuute mnoapocTkoB He BblIaBaTh B VIHTepHETE CBOEro peanbHOIO
ANIEKTPOHHOTO ajpeca, HE OTBeYaTh HA HEXKeNaTeNbHbIE MHCbMAa U HCIOJIb30BaTh
CreLUaIbHbIE TOYTOBbIE (DUIIBTPHI.

11. IIpuyunTe ceOst 3HAKOMHUTHCS C CallTaMH, KOTOPBIE MOCEMIAIOT MOAPOCTKH.

12. HayuuTe nereil yBaxkaTb Ipyrux B MHTEpHeTe. YOeAUTECh, UTO OHH 3HAIOT O TOM,
YTO IIPABUJIA XOPOUIETO MMOBEACHUS IEHCTBYIOT BE3C - JAKE B BUPTYAIBHOM MUPE.



13. OOBsicHUTE AETSIM, YTO HH B KOEM Ccllydae HeNb3si HCHoib30BaTh CeTh s
XYJIUTaHCTBA, PACPOCTPAHEHUsI CIUIETEH UM YTPO3 APYTHM JHOASM.

14. Ob6cynute ¢ MOAPOCTKAMHM MPOOJIEMbI CETEBBIX a3apTHBIX HIP M UX BO3MOXKHBIN
puck. HanoMHuTe, 4To J€TH HE MOTYT UTPaTh B 3TU UTPHI COITIACHO 3aKOHY.

[TocTostHHO KOHTpONMpYHTE Hcmosb3oBaHue MHTepHera Bamum pebGenkom! DTo He
HapyleHHe €ro JMYHOIO IPOCTPAHCTBA, a Mepa IMPEIOCTOPOKHOCTU U IPOSIBICHHE
Bameit ponutenbckoil OTBETCTBEHHOCTH U 3a00THI.



